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Graduate

Apply for jobs

Land a new job

Get direction from your customer
Do your job (the hands on part)
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This job sounds perfect!

Cutting-edge nenworking and commumication reseasch impacting real
world problems
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Land a new job

TN
Company Three Geoff's Network Consulting LLC
Job Title Senior Network Scientist

Workcenter Cyber Situational Awareness Cell

Job Apply network science techniques and
Description expertise to the Cyber Situational
Awareness Cell of a multibillion dollar
international corporation

Source: Rutgers.edu
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Get direction from your customer

‘We have thousands o
computers connected all
over the world, and we
know all about them...but
we don’t know how the

network is
........ HELP!”

‘- ) |
s . s Source: Youtube
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Do your job

Source: Temple.edu
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Do your job
NN
* Collect Netflow data
* Conduct Dynamic Network Analysis
* Gain better Cyber Situational Awareness
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The Internet

TFLOW ﬁ
External & IS\ILKt FLOW
RECORDS

Your Network

1.

2.

« Netflow categorized into:

. Autonomic Outflow
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=
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Data

T

Autonomic Inflow

Bytes = 1 — 96, no flags, packets < 3
Human Inflow

Bytes = 97+, flags = AS/SA, packets >= 3

Bytes = 1 — 96, no flags, packets < 2
Human Outflow
Bytes = 97+, flags = AS/SA, packets >= 2

SRt
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Collect Netflow Data

e
1. Go to casos.cs.cmu.edu

Walcome to Center
Analysis of Social ; June 13th-18th
Systems
Rbgistration is open| Join us for cur yearly Summer Institute
where participants leam about current trends, practices, and
tocks available for sooal networks analysis, lnk analysis,
mulation, and multi-agent modeling, Basic social network
and dynamic network represantations, etatistics, analysis and
I h are covered, ioues for
desgring, analyang, and vahdating computational models
with and without network components are presented. Thers
is also an emphasis on aperopriate and inappropriate ways to
critique computational models and network analyses. The
strengths and weaknessis of computational and network
3pproaches Bo SXaMINIng complex ocio-technical isues are
discussed, Multiple computational platforms are explored and
hands-on expenence are provaded, An examinabion of ool
natwork mathods, complaxity theory and procedures for
integrating network-based metrics and statistics intc
computational modeks completes the program. We will have
an epportunity the day before on the 12th for registrants to
coma and gat aetistanca to load their data and programs on
air

2. Click Get More Information

et More Information
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Collect Netflow Data

I
3. Click Reading List

Helpful Information:

4. Login with “si2016”

2016 Summer Institute Participant Portal

Please enter your password below to enter the portal to view our reading list and other information for Summer Institute,

June 13, 2016 - June 18, 2016

L
Password:

Legm
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5. Download Netflow samples

s 5.8 Case Study: Netflow Analysis
¢ Netflow Samples

junl_samp.csv
jun2_samp.csv
jun3_samp.csv
jun4_samp.csv
junS_samp.csy
juné_samp.csv
jun7_samp.csv

Collect Netflow Data

13
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6. Unzip all to directory on Desktop
&] | . » Netflow_samp _
Organize * Include in library ~ Share with ~ New folder
¢ Favorites Name Date modified Type Size
M Desktop %] junl_samp.csv 6/16/2016 7:08 AM  Microsoft Excel Co... 12,860 KB
& Downloads 4] jun2 samp.csv 6/16/2016 708 AM  Microsoft Excel Co.. 14,100 KB
<5 Recent Places 4] jun3_samp.csv 6/16/2016 7:07 AM  Microsoft Excel Co.. 17,232 KB
%) jund_samp.csv 6/16/2016 708 AM  Microsoft Excel Co.. 12,863 KB
- Libraries #4) jun5_samp.csv /16/2016 7:08 AM  Microsoft Excel Co... 13358 KB
-+ Documents %] jun6_samp.csv 6/16/2016 7:08 AM  Mlicrosoft Excel Co... 26,652 KB
& Music %) jun7 _samp.csv 6/16/2016 708 AM  Microsoft Excel Co.. 9551 KB
rs eoffrey Dobson 14
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7. Open Import Wizard and select Table of network links

B2 fORA-N

File Ednt Preferences Dats Management Genarste Networe Analysis Simulatons Visuakzations Help

HAATIE

Mata

Manager # x sox Ftor e x
3 Impon Data into ORA-NetScenes |
[ What would you ke to do? | Description
&, Design & meta-network Impart -meds tabla data {.cov or tab dalenited)
(= Import Excel or tet delmited files. wihare row has dotn fer an Rem. For example, this
& of bnk valuas (2 matrix) eould be address book dit where each row contains
data about.
5, Table of node aliributes SRS ASE
2 advanced table 1
| ‘\Eﬁgnmmrkﬂn:bnnﬂw o ﬁl
3 Import from another network analysis
T e ot | Sampis 1| Sample 2| Sample 3
ii Impart XML netwark dats
| _h{wrhﬁhur data farmats
Inport Email Manse mm
& ynport from & database |
Harry Adems | Pittsburgh |60 | Salesman
Chis Tucker  [Seattla  [45 | Fireenan
Samual Jenking |Seattle  [35  [Salesman
Mice Caryle  |Boston |32 | Coresuking
[Jane Roberts  [New York (28 (Meda
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Collect Netflow Data
B 0000 e

8. Name the Meta Network

T4 ORAN }
File Edir Preferences Data Management Generate Networks Analysis S
ey 0 Y B

Meta-Hetwork Manager ¢ x

Vinsalizations  Help

s Editor #x

# Import Data into ORA-NetScenes | —— ﬁ
Select & destinalion: & now Meta-Hebwork, or adding to an existing Meta-Network.
'@ Create a new meta-network with name:  Jure week 1|
Add ta the sdsting meta-network; | -
cancel || <Back || mema | i

508
eases,

on
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Collect Netflow Data

9. Browse to files

B2 “ORA E
File Evr Preferences Data Maragement Generate Networks Anafysis Simutstions Visusizasons Help

(AmBE &AM

| Mota Motwork Manager ¢ x sox | Bdioe £x
= — w———=
1 Import Data into ORA-NetScenes s i
Step 1
7 Nia{s] selected

® |
i

o _sarmg.cn” " stempce pend_sama oo’ el sameee” | Dpen |
Wttt Plesoftme: | aa rie

eAs0s e
@,
Shirs
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10. Configure input data

File £t Prefe Data g An

TAm[HGIAA R

| Mot Retmork Manager # % rox VRor e x
| | 5 smport biata into ORA-Netscenes | ——

| stop 1: seect o
| |7 i) slncted

Anatyss Simutastions Vausizations Help

i

| stmp
SIP enlurn eostans: DIP eoiumn costane:
Made names ”. Thedde maran.
Modesst class:  Agent w  Wedeset cess | Agent
Modeset rame: Agert Modeset name: Agent
Makce unique M urigee

s.s Concel || chack || mea> |

on
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11. Uncheck “Create a dynamic meta-network..”

3 Import Data into ORA-NetScenes

Specy these general impeet cptions for the data:
| Creste new nodes for unrecognized node names
Select how to handie parsing emors:  Leg and conkinue -

Eraatn n cynamic mata-natwark with thess options]

(‘L’Hrm 16 Geoffrev Dobson
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Understand your data

» Describe your network data:
— Undirected single mode network

Agent by Agent meta network
Bipartite graph
Flow records per day?

= ~200,000
Links per day?

- ~ 130,394

Nodes per day?
e ~ 22,032

®,
E')lu’rs 16 Geoffrey Dobson
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Perform Dynamic Network

Analxsis

1. Create a dynamic meta-network

Meta-Network Manager 2 X

21
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Perform Dynamic Network
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2_ Fl” in Date fleld @J Dynamic Meta—Net\.vorkimpor;er - ‘_E_‘

Specify for each meta-network an id, date, and whether to import it as a
keyframe or a delta.

The date format is: yyyy-MM-ddTmm:hh:ssX. There is a UTC time offset of two
digits.

Example dates strings are: 2001 (i.e. the year 2001), 2001-07 (i.e. July 2001},
2001-01-01T09 (i.e. January 1, 2001 at 9:00am), 2001-01-01T09-01 (i.e. January
1, 2001 at 9:00am offset minus one hours from UTC).

Meta-Network Name ~ Date Import as keyframe?

junt_samp 2016-06-01T00:00:0... [¥] a
jun2_samp 2016-06-02T00:00:0... Ed %]
jun3_samp 2016-06-03T00:00:0... ¥ =]
jund_samp 2016-06-04T00:00:0... i a
juns_samp 2016-06-05T00:00 ¥ =]
June_samp 2016-06-06T00:00 il a
jun7_samp 2016-06-07T00:00:0... & =]

cASOS, —
on
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Perform Dynamic Network

Analxsis

3. Click Measure Charts

#2 "ORA-NetScenes 100936
File Edit Preferences Data Management Generate Networks Analysis Simulations Visualizations Help

SWEnAAGS -

e s BB e e T
— i £ ¥ Oyreanic

|| & 342 jun1_samp
| & E2- juna_eamp

Home | Dynamic Meta-Network

0s
CASO3,

(G’J.I‘rm eoffrev Dobson

| 3 juna_eamp. Filename
| e A juns_samp r - ¥
| 38 juns_samp &l Gonarate Raparts... | | "ot visusize | [ E mossure Charts... | | 7% vew Trads.., |
: = Juarvb_gan
; i ﬁ Jw::m: Keyframes and delas me stamped by: 5 Date  Feriod
lER =3 = :
Keyframe count: 7
Oskncount: 0

23
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4. Select the Dynamic Met_a Network
e e
| Select Meta Networks | s
oot
iR
H“ ‘ bmmopie | [ seaon = C e
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3 Measures Over Time

& | Select Measures

Selact the maneures i Compute:

Select Parameters
Select the measure calculation parometers.

Select Meosures | Set Meosure Inputs

Perform Dynamic Network

Analxsis

5. Select Custom: Density and Network Centralization, Total Degree

Al measures
Onily fast measures
Centraity measures
@ joustom | ik to seiect... |
Geodesc measane options:
| Compute regular measures
| Campute inverted measures

| Compute k-centrality measures with redius:

Choose which measures to compute, and whether to S\ ey
combéne and transform datasets using the controls below. Measure Tiie b !ML.. = |Node Level + |Computati... "|_
The meta-networks will ba identified by date. _' Density, Clustering Coefficent true |true normal
Transform | Agareqate B |Densky true false fast
Measures Hod 2o Hebworks | | Bensy, Weighted true false |fast

|5 Select Measures
Select the measures mm!

Contains w | ¥ |

Maasurs Tels -

[Mpswerk L., = [Nede Lavel = | Commpuriy... = |

|| Vetweork Cantralization, Bttwetrmess
Niatwnrk Cantralization, Clogsnass

| | matwork c: n-Cloganass
twruk Centralization, In-egree

[ smaek | cos || Run

|| etwark Assartatnety

| [ ebwark Centralization, Tatal Degree

n

true false show
trus fnise slows
Jirve IETY Tsiom
trus talsa sl
I ne I
I fnien et
Habse it
true st
true linise  fast
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23 Measures Over Time
Recomputis Measuries | Save Computid
Measure Selector 2% | pox
‘ Hetwark Level | Agant Level|

st the Add and Clear buttons
below to displary
Addd Misasure Clear Measure:

1 Measees Over Time

._h—- Sarew Compubed Measses

Perform Dynamic Network

Analxsis

6. Add Measure, then view various results

|
Mo Sekector #% | 5| Restrihon ¢ % | CE ]
| Mot St NG00 v S 1D Ead MIS0MAT D000
] em 0 o s
bt gy
St @ . ot Charts 2 | 20k
Desesy = i nagant = £ | Mesnrs vaioes | Fant Fouser Tronsin | Charge Dotecton | Gotor Goat
i
3
S
Py Coagiay Dt Save Ot As Date ke Clow
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Gain Cyber SA

= What could huge increase in Total Degree
Centralization mean?

o——0
O—. * Malicious

Scanning?

¢ Cyber Attack?

* Systems connecting
to external update
server?

&),
E 8 June 2016 Geoffrev Dobson
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More Analysis?

« Keep library of known nodes and compare
against?

Other measures that could provide better
SA?

— Weighted density?

— In degree centralization on nodes inside the
network?

* Could identify targeted attacks
Periodicity? Days of the week, etc

ﬁ E
m 8 June 2016 Geoffrey Dobson
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